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Introduction

This whitepaper describes the importance of EDR security and gives a quick glimpse of EDR evasion
techniques. The objective of this paper is to provide insights on endpoint security as an increasingly
vital component of any organization’s cybersecurity strategy.

Abbreviation
1. EDR Endpoint Detection and Response
2 AV Antivirus
3 I0C Indicator of compromise

Market Trends & Challenges

EDR evasion capabilities have grown significantly in the past several years. It is easy to find many
publicly available approaches for defeating EDR tools. A strong endpoint security is an increasingly
vital component of any organization’s cybersecurity strategy. The information available on existing
EDR evasion capabilities will be explored as this can aid threat hunters in detection. Deploying an
effective EDR security solution is essential to protecting enterprises/organizations from cyber threats.

Let us look at the current methods that hackers use to evade EDR detection:

. .
5 Certificate Spoofing: Spoofing the code
signing certificate and signing the malicious

a . _— certificate to evade EDR and security
10C Manipulation: One of the other products

methods to avoid detection is modifying the
malicious file such that it removes |OC used
by security products to detect malware.

Different Methods to Evade EDR Detection:

Bloating: EDRs do not scan files beyond a
certain file size. By increasing the file size of
the malicious file, attackers can evade the
EDR detection

1. Bloating: Cyber attackers can evade EDR detection by increasing the file size of the malicious
file as EDRs do not scan files beyond a certain file size

2. 10C Manipulation: Attackers also use other methods such as modifying the malicious files in
a manner that it removes I0C used by security products to detect the malware

3. Certificate Spoofing: Hackers also spoof code signing certificates and sign malicious files to
evade EDR and security products
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Shown below are some sample screenshots of the various stages of EDR evasion

1) Detection before bloating (Fig 1)
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Bloating the infected file (Fig 2)

Fig 1

mc@mc: /tmp/ezrs
total 7.0M

-rwxrwxr-x 1 mc
-rw-r--r-- 1 mc
mc@mc:/tmp/ezrs

mc@mc: /tmp/ezrs
total 112M

-rwxrwxr-x 1 mc
-rw-r--r-- 1 mc
-rwxrwxr-x 1 mc

1s -1h

mc 2.3M Oct 7 21:39 ezr
mc 4.8M Oct 7 15:05 infected
./ezr --input infected --output infected bloated --bloat 100

1s -1lh

mc 2.3M Oct 7 21:39 ezr
mc 4.8M Oct 7 15:05 infected

mc 105M Oct 7 21:40 infected_bloated
mc@mc: /tmp/ezrs$ |

Fig 2
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TACHYON (+) Undetected TEHTRIS (v} Undetected
Tencent () Undetected Trapmine () Undetected
TrendMicro (¥) Undetected TrendMicro-HouseCall () Undetected
VirlT (+) Undetected ViRobot (v} Undetected
Webroot () Undetected Yandex ) Undetected
Zillya ’ Undetected ZoneAlarm by Check Point ’ Undetected
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Fig 3
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Ad-Aware (1) GenVariant Ransom Hive. 18 ARnLab-V3 [O) Seneric.C4991530
Alibaba ('_‘_) Trojan:Application/Redcap.1eSbc17d AlYac -Variant.Ransom.Hive.18
Antiy-AVL (1) Trojan/Generic.ASMalws 4091 Arcabit (1) Trojan.Ransom.Hive.15
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2430 ) Tecio IDEE D caniiman e, b 1

5) Performing 10C Evasion (Fig 5)

Fig4

mc@nc:/tmp/ezr$ 1s

total 4.5M

-rw-r--r--

total 6.7M

-rw-r--r--

-rwxrwxr-x 1 mc
1 mc
mc@mc: /tmp/ezrs
mc@mc: /tmp/ezr$ 1s

-rwXrwxr-x 1 mc mc

-rwxXrwxr-x 1 mc mc
mc@mc: /tmp/ezr$ [

-1lh

-lh

mc 2.3M Oct 7 21:39 ezr
mc 2.3M Oct 7 16:35 infected
./ezr --input infected --output infected evaded

2.3M Oct 7 21:39 ezr
1 mc mc 2.3M Oct 7 16:35 infected
2.3M Oct 7 22:10 infected_evaded

--ioc

Fig5
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Ad-Aware () Undetected Alibaba

ALYac '.y:.' Undetected Antiy-AVL
Arcabit () Undetected Avast

AVG () Undetected Baidu
BitDefender () Undetected BitDefenderTheta
Bkav Pro () Undetected ClamAv

cMC () Undetected Comodo
CrowdStrike Falcon '.‘«:.' Undetected Cybereason
Cylance () Undetected DrWeb
Emsisoft () Undetected eScan
F-Secure () Undetected GData
Gridinsoft (no cloud) '.‘«:.' Undetected Ikarus
K7AntiVirus () Undetected K7GW
Kingsoft () Undetected Lionic

MAX () Undetected Mchfee
McAfee-GW-Edition '.‘«:.' Undetected MNANOC-Antivirus
Palo Alto Networks () Undetected Panda
QuickHeal () Undetected Sangfor Engine Zero
SentinelOne (Static ML) () Undetected Sophos
SUPERANtiSpyware |:/| Undetected Symantec
TACHYON () Undetected TEHTRIS

Undetected

") Undetected

() Undetected

Undetected

Undetected

() Undetected

() Undetected

) Undetected

Undetected

() Undetected

() Undetected

() Undetected

Undetected

() Undetected

Undetected

) Undetected

(») Undetected

() Undetected

Undetected

() Undetected

(») Undetected

Fig 6

7) Faking certificate (Fig 7)

mc@mc: /tmp/ezr$ 1s -1lh

total 8.2M

-rwxrwxr-x 1 mc mc 2.3M Oct 7 21:39 ezr
-rw-r--r-- 1 mc mc 4.8M Oct 7 15:05 infected
-rwxrwxrwx 1 mc mc 1.3M May 12 12:54 putty.exe

mc@mc: /tmp/ezr$ ls -1lh

total 13M

-rwxrwxr-x 1 mc mc 2.3M Oct 7 21:39 ezr
-rw-r--r-- 1 mc mc 4.8M Oct 7 15:05 infected
-rwxrwxr-x 1 mc mc 4.8M Oct 7 21:51 infected cert
-rwxrwxrwx 1 mc mc 1.3M May 12 12:54 putty.exe

mc@nc:/tmp/ezr$ ./ezr --input infected --output infected cert --cert-file putty.exe

Fig 7
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» &£ X &8 infected_cert Properties X
General Compatibilty Securty Details Previous Versions Security Details Previous Versions Security Details Previous Versions
General Compatibiity Digtal Signatures General Compatibilty Digtal Signatures

f this program isn working comectly on this version of Windows,
try running the compatibility troubleshooter.

Signature list Signature list
Run compatibility troubleshooter
| . Name of signer- Digest algorithm Timestamp Name of signer Digest algorithm Timestamp
dolg ompatibilit nanualy?

21 choose comoly e Smon Tatham  shal Saturday, July 10, 20 Smon Tatham  shal Saturday, Juiy 10, 20
Compatibilty mode Simon Tatham sha256 Saturday, July 10, 20, Simon Tatham sha256 Saturday, July 10, 20.
[ Run this program in compatibiity mode for:

Windows 8
Settings =
[J Reduced color mode

8bit (256) color

[[J Run in 640 x 480 screen resokstion
[ Disable fullscreen optimizations

[[J Run this program as an administrator
[J Register this program for restart

Change high DPI settings
Gchangesmng:foralwm

0K Cancel Apply

Infected Random exe with certificate Infected exe with certificate

Fig 8

8) After certificate spoof (Fig 9)

Ad-Aware (&) Undetected Alibaba (@) Undetected
ALYac Undetected Arcabit Undetected
Baidu () Unaetectea BitDefender () Undetectea
BitDefenderTheta (&) Unaetected Bkav Pro (&) Undetectea
Clamayv () Undetected cmc (©) Undetectea
Comado (@) Unaetectea Crowdstrike Falcon (©) Undetsctea
Cyren () Undetected Driveb @) Undetected
Emsisoft () Undetected eScan () Undetected
F-Secure () Unaetectea GData () Undetectea
Google (&) Undetected Gridinsoft {no cloud) (&) Undetectea
Ikarus Undetected K7 Antivirus (©) Undetectea
K7GwW @ Undetectea Kaspersky @) Undetectea
Kingsoft (@) Undetected MAX ) Undetected
McAfee Undetected McAfee-GW-Edition () Undetected
Microsaft Undetected NANG-Antivirus Undetested
Palo Alto Networks 3 Undetected Panda () Undetectea
QuickHeal () Unaetectea Sangfor Engine Zero () Undetectea
Securenge @ Undetectea SentinelOne (Static ML) @ Undetectea
Sophos (&) Unaetected SUPERAntSpyware ) Undetected
Symantec () Undetected TACHYON () Undetected
TEHTRIS Undetected Tencent Undetested
Trapmine () _unadetectea Trellix (FireEye) () Undetectea

Fig 9
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The following images show how hackers encrypt the Payload/Shell code using XOR

9) Common AV/EDR evasion methods for XOR shellcode (Fig 10)

Open process

Allocate memory space

Decrypt / copy Payload
to allocated space

Execute the payload

Fig 10

The drawback however is that common functions like memcpy, WriteProcessMemory are now
detected on dynamic analysis by most AV'’s.
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10) How the hackers encrypt the Payload/ Shell code using XOR (Fig 11)

Requirement of using unigue functions
and calls to decrypt and run payloads in
memory.

O This example makes use of

O UUID function

UuidFromStringA

To decode and run payloads in

memory.

Fig 11

11) Steps to create the same (Fig 12)

Create a raw payload using
msfvenom

Binary data Convert the binary data of payload to
UUID string representation
of the data.

Use XOR to encrypt =
the data with a key -—

Store this inside a program

Fig 12

10
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12) Steps to execute payload from within program (Fig 13)
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Create

virtual memory
space

Decrypt XOR'd data using key

4 41
This bypasses the need for functions like ] 1. . Use UuidFromStringA to convert the string back
WriteProcessMemory or memcpy : 1‘ : to binary format in memory.
Execute the payload.
Fig 13

13) Next few screenshots show how an executable is converted to an embedded zip file inside

JScript (Fig 14)

Wrapping of password protected ZIP files inside
JScript to extract and run binary.

Jscript I=
Javascript

Can be run as
standalone files in
windows.

Fig 14

11
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Steps to create (Fig 15)

Create a MSF msg box exe
using msfvenom

Observe that the exe is getting detected in a
convential system as a metasploit payload

generate a Jscript file

g Run it through the program to

Execute the JScript file in victim computer and observe it is not
detecting the same but exe is executed.

Fig 15

How the JScript code works (Fig 16)

First program takes a binary and zips it using a random
password

The ZIP file is then converted into a
baseb4 string

JScriptfile.
v

The base64 string is then added into a ! j -I

The Jscript when executed runs the binary inside the password protected zip
file without extracting it to disk.

This prevents most EDR and AV solutions from

detecting the file.

Fig 16

12
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Detection rate dropped
from 18 to 5.

Conclusion

O

' 4

Not detected by many
major Antivirus.
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Whatis being detected is
the Jscript code not the
binary.

If the Jscript is rewritten
from scratch it will likely
make the code
undetectable by all AV’s
and EDR's.

To summarize, malicious actors are taking advantage of the situation, exploiting an unprecedented
opportunity to breach organizations worldwide using endpoints as the top attack vector. As a result,
the endpoint security solution should be based upon best practices for protecting organizations from
preventing the most imminent threats to the endpoint.

While EDR & AV solutions are effective at blocking a high percentage of cyberattacks, some will slip
through or bypass these defenses entirely. These solutions should be used in conjunction with
application-level controls and the larger environment should be actively monitored for omissions.
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