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Introduction 

This whitepaper describes the importance of EDR security and gives a quick glimpse of EDR evasion 

techniques. The objective of this paper is to provide insights on endpoint security as an increasingly 

vital component of any organization’s cybersecurity strategy. 

Abbreviation 
  

Sl. No. 

   

Acronyms 

   

Full Form 

  

          
             
          

  1.    EDR    Endpoint Detection and Response   
             
          

  2    AV    Antivirus   
             
          

  3    IOC    Indicator of compromise   
             
          

          

 

Market Trends & Challenges 

EDR evasion capabilities have grown significantly in the past several years. It is easy to find many 
publicly available approaches for defeating EDR tools. A strong endpoint security is an increasingly 
vital component of any organization’s cybersecurity strategy. The information available on existing 
EDR evasion capabilities will be explored as this can aid threat hunters in detection. Deploying an 
effective EDR security solution is essential to protecting enterprises/organizations from cyber threats. 

Let us look at the current methods that hackers use to evade EDR detection:  

Different Methods to Evade EDR Detection:  

 

 

1. Bloating:  Cyber attackers can evade EDR detection by increasing the file size of the malicious 
file as EDRs do not scan files beyond a certain file size 
 

2. IOC Manipulation: Attackers also use other methods such as modifying the malicious files in 
a manner that it removes IOC used by security products to detect the malware  
 

3. Certificate Spoofing: Hackers also spoof code signing certificates and sign malicious files to 
evade EDR and security products 
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Shown below are some sample screenshots of the various stages of EDR evasion 

1) Detection before bloating (Fig 1)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 1 

2) Bloating the infected file (Fig 2) 

 

Fig 2 
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3) After bloating (Fig 3) 

Fig 3 
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4) Before IOC Evasion (Fig 4)  

Fig 4 

 

5) Performing IOC Evasion (Fig 5)   

Fig 5 
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6) After IOC Evasion (Fig 6)  

 
Fig 6 

 
7) Faking certificate (Fig 7) 

 

Fig 7 
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Fig 8 

8) After certificate spoof (Fig 9) 
 

Fig 9 
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The following images show how hackers encrypt the Payload/Shell code using XOR 

 

9) Common AV/EDR evasion methods for XOR shellcode (Fig 10) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 10 

 

The drawback however is that common functions like memcpy, WriteProcessMemory are now 

detected on dynamic analysis by most AV’s.   
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10) How the hackers encrypt the Payload/ Shell code using XOR (Fig 11) 
 

 
 

 

 

 

 

 

 

 

 

 

 

Fig 11 

 

11) Steps to create the same (Fig 12) 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 12 



   

11 
 

   

12) Steps to execute payload from within program (Fig 13) 

 

 

 

 

 

 

 

  

 

Fig 13 

 

 

13) Next few screenshots show how an executable is converted to an embedded zip file inside 

JScript (Fig 14) 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 14 
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Steps to create (Fig 15) 

Fig 15 

 

How the JScript code works (Fig 16) 

 
Fig 16 
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Analysis 

 

 

Conclusion 

To summarize, malicious actors are taking advantage of the situation, exploiting an unprecedented 
opportunity to breach organizations worldwide using endpoints as the top attack vector. As a result, 
the endpoint security solution should be based upon best practices for protecting organizations from 
preventing the most imminent threats to the endpoint.  

While EDR & AV solutions are effective at blocking a high percentage of cyberattacks, some will slip 
through or bypass these defenses entirely. These solutions should be used in conjunction with 
application-level controls and the larger environment should be actively monitored for omissions.  
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